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iCA eConnector™

Secure Bi-directional Connectivity for NetSuite

For customers who need to securely 
move files bi-directionally between 
NetSuite and 3rd party servers, 
iCloudAuthority eConnector for NetSuite 
automates transmission of all file types 
without the use of middleware. Files are 
sent using 2048 bit RSA encryption over 
SFTP (Secure File Transmission Protocol) 
and dropped at a specified endpoint, 
including Banks, ERP Systems, Factoring, 
Shipping, Suppliers, and Customers with 
no limits or extra fees.

If additional security is required, 
eConnector supports the use of PGP 
encryption and static IP addresses.

HOW DOES IT WORK?

Step 1   We’ll determine your 
connection requirements 
and configure the SFTP 
connections between NetSuite 
and any server.

Step 1   Once setup, the process 
is automated;  schedule 
eConnector to transmit files 
automatically or receive files 
directly into NetSuite  
for processing.

WHAT TO EXPECT?
1. Increased staff efficiency; eliminates manual processing

2. High scalability

3. 99.8% reliable with strong security (optional PGP 
encryption available)

4. Excellent visibility of status

5. Quick deploymentUp and Running 
in as little as 

3 Mins

™
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FEATURES
1. Automated inbound and outbound 

transmissions
a. Schedule recurring inbound and  

 outbound connections
b. Supports manual one-time uploads  

 and downloads when needed

2. Natively built inside NetSuite
a. No additional middleware, 3rd party  

 hosting, or data routing required
b. Resides within the NetSuite interface
c. Stores all configurations and backup  

 files within NetSuite

3. Secure transmissions
a. 2048 bit RSA public/private  

 key encryption
b. All passwords and URLs are encrypted
c.  PGP encryption and static IP address 

 options available

4. Scalable connections with no ‘per file’ fees

a. Supports all types of files
b. Connect to Banks, ERP Systems,  

 Factoring, Shipping, Suppliers,  
 Customers, and more

c.  Setup additional connections to the  
 same or other endpoint in minutes

5. “At-a-Glance” transmission status reporting

a. Validates transmission success  
 and errors

b. Provides detailed reporting on the  
 Connection Dashboard
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“A very welcome add-on. It does exactly what it’s supposed to and efficiently cuts out the steps 
of having to download payment files from my email and then logging in to the bank to upload the 
files, which is several steps itself. I’m a fan, so thumbs up!

Sowmya Ranganathan
Keenwawa Inc., DBA eatsa 
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